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Project Abstract

SPecialised Education programmes in CybersecuriTy and Robotics (SPECTRO) will focus on the design
and delivery of two double-degree master’s programmes (ISCED Level 7, 120 ECTS) in two key digital
technology areas for the future of Europe:

1. Cybersecurity and
2. Robotics.

The two specialised master’s programmes, which will also include a minor in Innovation and
Entrepreneurship, will be designed and delivered by a consortium consisting of 12 higher education
institutions from 7 different countries, 2 innovative SMEs, 1 leading research centre in Information
Systems and EIT Digital, a pan-European organisation with in-depth knowledge and experience in the
digital skills domain. In 2025, two additional higher education institutions joined the consortium as
Associated partners. The consortium now counts 14 higher education institutions from 8 different
countries.

In addition to the two master’s programme, SPECTRO partners will also develop and deploy a series
of self-standing learning modules on topics related to Cybersecurity and Robotics. These modules
will lead to four different certifications, which will be released by participating higher education
institutions and EIT Digital. SPECTRO project will expand the specialised education offering in Europe
and will contribute to reducing the current shortage of digital specialists in Europe, by providing
training to more than 1000 European citizens in Cybersecurity and Robotics.

Executive Summary

This document serves as a comprehensive guide to the communication and dissemination strategy
employed by SPECTRO, highlighting the pivotal role communication plays in the success of any
project. Adopting a systematic approach, SPECTRO aims to effectively communicate essential details
about the project, its contextual relevance, and its outcomes to both specialized stakeholders and
the broader public.

Through strategic communication, SPECTRO seeks to enhance the overall understanding of the
advanced fields of cybersecurity and robotics, fostering a constructive dialogue among higher
education institutions, the workforce, and the public. The project envisions creating a platform for
informed discussions that transcend traditional boundaries.

Beyond mere awareness, the communication strategy is poised to play a crucial role in the
dissemination of project activities and results. By doing so, SPECTRO aims to empower a diverse
range of stakeholders to not only comprehend but actively engage with the rapidly evolving realms
of cybersecurity and robotics. The overarching goal is to promote shared learning, encourage the
implementation of digital advancements, and facilitate the dissemination of governance innovations.

Integral to the achievement of these multifaceted objectives, the present Communication and
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Dissemination Plan is seamlessly integrated into and supports all other project activities. Working in
close collaboration with other work packages ensures a two-way communication flow, facilitating
the efficient sharing of information. This collaborative approach maximizes the impact of the project
by creating synergies among different components and stakeholders, ultimately contributing to the
broader societal understanding and adoption of advancements in cybersecurity and robotics.

1 Purpose (‘why?’)

The digital era is creating numerous new opportunities for the economy and society, but at the same
time, it introduces new challenges on which Europe should focus to develop a strong knowledge base
for pushing the limits of technology while safeguarding the ethical aspects of the progress achieved.
Resilient, secure, and trustworthy infrastructures and technologies are needed to ensure the respect
of European rules and values during the twin transition to a green and digital Europe.

Building on the Strategy on Shaping Europe's Digital Future, in March 2021 the European Commission
presented a vision for Europe’s digital transformation by 2030. This vision revolves around four main
pillars: 1) skills, 2) government, 3) infrastructure and 4) business, all areas being part of the Digital
Compass. The Digital Compass is designed to translate the European Union’s digital ambitions for
2030 into concrete terms. The plan for digital transformation by 2030 is crucial to ensure the
transition towards a climate-neutral, circular, and resilient economy. Furthermore, it highlights the
EU's ambition to be digitally sovereign in an open and interconnected world and pursue digital
policies that empower people and businesses to seize a human-centred, sustainable, and more
prosperous digital future.

When looking at the digital skills of the current workforce, only 65% have digital skills which are
“above basic”. According to Eurostat, more than 50% of companies trying to recruit ICT specialists
reported problems filling vacancies. Significant barriers to filling vacancies included lack of relevant
gualifications and lack of experience. In this context, the need for excellence of EU education in digital
areas is of utmost importance, including the need for higher cooperation education and training
institutions, research, and business.

Among the digital infrastructures and technologies that are critical for Europe, Cybersecurity and
Robotics play a key role. In the context described above, SPecialised Education programmes in
CybersecuriTy and Robotics (SPECTRO) will improve the capacity of Europe to nurture and attract
digital talents in crucial digital technology areas for Europe. SPECTRO will strengthen the degree of
cooperation between higher education institutions and the private sector across Europe in the areas
of Cybersecurity and Robotics through the development and delivery of master’s programmes and
specialised online modules leading to certifications.

As part of its education offer, SPECTRO will also include dedicated training activities in Innovation
and Entrepreneurship to help participants drive innovation and digital breakthroughs in Europe, as
well as courses and self-standing modules focusing on the ethical principles for trustworthy
technology application. SPECTRO is expected to contribute to expanding the education offer across
Europe and increasing the number of students specialised in key digital technologies.
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Figure 1: Geographic distribution of SPECTRO partners.

2 Main Activities (‘what?’)

The project activities will revolve around the development and delivery of education programmes in
Cybersecurity and Robotics, namely:

e 2 master’s programmes, one in Cybersecurity and one in Robotics. Both master’s
programmes will last two years, will be double-degree programmes (ISCED Level 7, 120 ECTS)
and will offer students a minor in Innovation and Entrepreneurship (1&E) for a total of 30 ECTS,
including a summer course on how to turn innovative digital technologies into business in
between the first and second year of the master’s programmes.

e At least 25 self-standing learning modules on topics related to Cybersecurity and Robotics,
including dedicated sections on Innovation and Entrepreneurship and Ethics for Trustworthy
Technology. These modules will be available for free and will target a much broader audience
than the master’s programme. The modules will lead to certifications. Participants will be able
to follow the modules according to different paths, leading to 4 different certifications.

The communication and dissemination of the SPECTRO project will include a range of marketing and
various channels aiming at increasing awareness about the SPECTRO project, the education offering
developed under the SECTRO framework, engaging with relevant stakeholders for promotion
purposes and enhancing the long-term sustainability of the deliverables. The various communication
channels will include online platforms, social media, newsletters, articles and targeted outreach to
relevant industry networks and associations and will facilitate reaching the target audience, overall
contributing to training more than the minimum requirement of 100 EU students/year in the two full
cycles of education programmes. Dedicated marketing campaigns will be launched to promote
diversity, including the participation of women and people from RIS countries.

The communication and dissemination strategy will be translated into a set of dissemination actions
and promotional campaigns, implemented via the project communication channels and those of
partners to maximise impact, following the below objectives:
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e DOLl. Raise awareness. Ensure that the key results are disseminated (spread and understood)
among the target audiences of the project

e DO2. Engage key stakeholders. Maintain the engagement of the involved stakeholders across
related projects and further engage other actors vital to or benefiting the outreach.

e DO3. Enhance sustainability long-term. Maintain effective collaboration of key stakeholders
during and after the project's lifetime.

3 Key Audiences (‘who?’)

The communication and dissemination campaigns will aim to reach out to established target groups
at the local, regional, national, and European levels.

Students Learners
(Masters' (self-standing
programmes) modules)

Figure 2: SPECTRO communication activities target groups

The main target groups for communication activities are:

e Students: individuals holding a bachelor’s degree in computer science or related field across
the whole Europe; mostly interested in the Masters’ programmes

e Learners: students, but also working professionals (including working professionals from
SMEs) and job seekers with previous work experience or relevant education background who
are looking to improve their skills and competences in Cybersecurity or Robotics to meet
employers’ needs; mostly interested in the self-standing modules.
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Figure 3: SPECTRO dissemination activities target groups

The main target groups for dissemination activities are:

1)
2)

3)

4)

5)

Research and Innovation centres: key multipliers in the innovation ecosystem, often serving
as bridges between academia, industry, and emerging talent.

Civil society: engage the broader public in discussions about the societal implications of
cybersecurity and robotics, fostering awareness and inclusion in the transformative dialogue.
Private/public organisations and industry players: collaborate with businesses and industry
leaders to showcase practical applications, ensuring seamless integration of project outcomes
into real-world scenarios.

Education and training providers: partner with educational institutions to highlight
opportunities for skill development, addressing the skills gap and contributing to the
cultivation of a tech-savvy workforce.

Public/government bodies and initiatives: actively communicate with policymakers and
governmental initiatives to align project outcomes with policy objectives, contributing to
informed governance in the realm of cybersecurity and robotics.

4 Communication and strategy (‘how?’)

The marketing plan will follow a multi-channel strategy. The following list gives an overview of the
planned channels (CH) and will explain how the target groups are to be reached, along with other
relevant stakeholders, policymakers, and the general public.

4.1 Branding

As part of the branding process, the project's visual identity was established, along with the colour
scheme and preferred fonts.

The visual identity will always be featured with the "co-funded by European Union"
emblem on a white or transparent background.

Main colour scheme: #00AFAA; #CD154F; #152D79; #FFEDOO; #383838.
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e Character Font: Titillium
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SPECIALISED EDUCATION PROGRAMMES IN CYBERSECURITY AND ROBOTICS

Co-funded by
the European Union

Figure 4: SPECTRO visual identity.

Regarding social media dissemination efforts, the following hashtags were identified as relevant for
promoting the project and further promoting the developed master programmes and self-learning
modules:

#SPECTRO #euprojects #cybersecurity #studyineurope
#robotics #training #DigitalEurope or #DigitalEU #HaDEA

Ideally, these hashtags should be used whenever a new social media post about the project is shared
across all partner channels. The hashtags highlighted in red #DigitalEurope or #DigitalEU and
#HaDEA are compulsory in every post made by the coordinator and all beneficiaries.

The SPECTRO visual identity, including the European Union emblem, and the mention of the co-
funding, are compulsory in all dissemination and communication activities of the beneficiaries
(including media relations, conferences, seminars, information material, such as brochures, leaflets,
posters, presentations, etc., in electronic form, via traditional or social media, etc.).

4.2 Dissemination Channels

By utilising a wide range of marketing outreach channels, the audience reach is extended. The key
objective is to increase project awareness and trigger interest for key audiences, but also awareness
about the two master programmes and self-taught modules, thus driving student traffic to the
respective landing pages and further generating qualified leads to be converted into student
applications and enrolments.

There is no dedicated website or social media for the SPECTRO project because the consortium
agreed it would be more effective to focus the communication strategy on leveraging the existing
social media accounts and websites of the project’s beneficiaries. The full list of SPECTRO partners’
social media channels is available in Addendum 3: Partners’ online dissemination channels below. Many
of the partners already have well-established, high-traffic digital platforms with strong followings,
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offering valuable and visible channels to promote SPECTRO’s activities, brand, and results. This
approach ensures wider and more targeted dissemination by reaching audiences already engaged
with the partners’ networks. Additionally, since the admission and application processes for the
involved master programmes are centrally managed by EIT Digital, it was a natural and practical
decision to host the official SPECTRO webpage under the EIT Digital domain. This creates a clear,
centralized access point for students, stakeholders, and external audiences.

CH1. SPECTRO webpages:

The go-to place for all the information related to SPECTRO project, will be the project’s webpage,
hosted under the EIT Digital domain and accessible at https://www.eitdigital.eu/eu-

collaborations/spectro/ by all engaged partners and external stakeholders providing up-to-date

information about SPECTRO (e.g., news articles, press releases, resources). In addition, it will
promote the project milestones, outputs, results, and events.

Further, the two master programmes will each have a dedicated webpage with all the information
needed for students and used for promotion and to attract student enrolments.

e Cyber security
https://masterschool.eitdigital.eu/cyber-security

e Autonomous Systems and Intelligent Robots
https://masterschool.eitdigital.eu/autonomous-systems

CH2. Social media outreach, organic & paid:

The Social Media channels play a significant role in promoting SPECTRO project and main activities,
organically, but also sponsored, via EIT Digital pages. In terms of organic marketing, Facebook,
Instagram, X, Reddit, TikTok and LinkedIn are the main ones used. Regarding paid advertisement, the
original marketing plan had focused on using Facebook and Instagram to promote the SPECTRO
programmess. However, starting in 2025, the EIT Digital WP3 team expanded the strategy by
exploring Reddit as an additional channel. Reddit stands out for its strong user base within the 18 to
29-year-old demographic, making it an ideal platform to reach and engage prospective Master School
students. With its wide range of niche communities and interest-based forums, Reddit offers valuable
opportunities to connect with audiences specifically interested in topics like cybersecurity,
autonomous systems, and digital innovation. This new channel complements the existing strategy by
diversifying outreach efforts and increasing visibility among highly relevant, digitally engaged student
groups.

The Communication Coordinator has decided not to create dedicated SPECTRO social media
accounts, as explained in the introductory paragraph of sub-section 4.2. Instead, the communication
strategy and campaigns are led by EIT Digital, leveraging the support, reposts, and traffic generated
through all partners' channels to maximize reach and engagement. The full list of SPECTRO partners’
social media channels is available in Addendum 3: Partners’ online dissemination channels below. The
promotion on social media will help extend the reach of key dissemination and communication
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https://masterschool.eitdigital.eu/autonomous-systems

messages to wider geographical audiences, providing an excellent opportunity for better outreach.
Social media channels are key great amplifiers where the target SPECTRO groups may be highly
active.

HaDEA can also promote projects via HaDEA’s website and social media. ¢ On X: retweets tagging
@EU_HaDEA or #DigitalEUProgramme or #DigitalEU and #HaDEA e On LinkedIn: using the hashtag
#DigitalEUProgramme or #DigitalEU and #HaDEA.

CH3. Paid advertisement on social media

As part of its communication strategy, the SPECTRO project integrates targeted paid advertising to
raise awareness and drive student enrolment and project visibility. Initially, the marketing plan
focused on Facebook and Instagram ads, leveraging their strong reach and engagement potential
among young audiences. These platforms were selected for their effectiveness in promoting
educational programmes to digitally active users across Europe.

In 2025, the EIT Digital WP3 team broadened the scope by incorporating Reddit into the paid
advertising mix. Reddit was identified as a valuable addition due to its highly engaged user base,
particularly among the 18 to 29-year-old demographic—an ideal target group for Master's
programmes. Its structure of interest-based communities enables precise targeting of audiences with
a natural affinity for topics such as cybersecurity, autonomous systems, and digital innovation. The
inclusion of Reddit complements the campaign by diversifying the channels used, enhancing visibility,
and increasing relevance among prospective students.

Paid campaigns are centrally managed by EIT Digital, in coordination with project partners, ensuring
brand consistency and optimized ad performance across platforms.

CHA4. Paid Search Advertisement on Google:

Paid search engine promotional and display ads for the project will be conducted on Google aiming
to create high visibility for the project and to exponentially grow the audience. This is an important
channel for gaining awareness and attracting leads to the web pages. Research shows that students
use Google search when they want to gather information about their future studies and even more
when they want to read more about studying abroad. Relevant keywords will be identified for the
right set-up of the ads and for achieving desired promotional outcomes.

CH5. Events, conferences, meetings:

To ensure the effective dissemination of project results, the partners will be present at the main
national and European events related to the Digital Education Action Plan and tertiary educational
ICT programmes, by actively participating through presentations or the organisation of specific
sessions. Partners will seek to organise and/or participate in third-party topical events and EU-wide
conferences to present the project and consolidate links with related initiatives and market players.
A mapping of upcoming event opportunities will be developed and updated regularly with the
support of partners.

CH6. Scouting and synergies with other related initiatives and projects:
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One key element to the success of the project is cooperation with well-established related initiatives,
projects, and networks that have the power and influence to give a boost to the project’s visibility.
To this end, a stakeholder mapping, managed by project coordinator EITD, will be created and
populated by the project partners. EITD will lead the outreach actions toward the identified key
stakeholders and promote the project to create new cross-dissemination opportunities and
strengthen cooperation.

CH7. Dissemination materials:

The marketing materials will serve to present the partners' activities and objectives with one
common approach, both in terms of visuals and through narrative. This will enable all members of
the consortium to participate in public events and to create and strengthen the sensemaking and the
idea of one unique brand. Different sets will be produced (in English) together with visuals such as
an online brochure on the project, a PowerPoint template and official presentation of the project, a
roll-up banner, and other online materials. Partners will be invited to localise key materials. All the
assets produced will be aligned with the visual identity of the project and include both the project
visual identity and the EU co-funded emblem.

4.3 Monitoring Results and KPIs

Monitoring measures will be implemented to effectively track and evaluate the performance of
communication and dissemination activities, optimising efforts and enhancing the promotion of 2
master’s programmes and the self-standing learning modules.

Monitoring of communication and dissemination activities will employ the following approaches:

e Using a tracking system: Implementing a comprehensive system to monitor the different
actions at various stages of the project, including the effectiveness of communication
channels such as email and social media campaigns, outreach activities, and analytics.
Communication campaigns are tracked through a collaborative reporting system. The
Communication Coordinator and project partners document their social media activities using
a shared tracksheet. This tracksheet helps monitor engagement, reach, and the overall impact
of posts, ensuring alignment with the communication strategy. By consolidating data from all
partners' channels, the team can assess the effectiveness of the campaigns and optimize
future outreach efforts.

e Data analysis and insights: Regularly reviewing and analysing data to gain valuable insights
into the reach, engagement, and conversion rates of different communication efforts,
particularly when targeting SME audiences with course promotion.

* Monitoring progress against the project proposal: Carefully compare the actual outcomes of
communication activities with the defined Key Performance Indicators (KPIs) stated in the
project proposal. This evaluation will help assess the impact and success of communication
initiatives.

e Continuous improvement: Utilising the findings from the monitoring process to make
necessary adjustments to communication strategies and tactics. This iterative approach will
ensure the continuous enhancement of the promotion efforts.

4.4 Projects KPIs

In the pursuit of project success and effective performance measurement, Key Performance
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Indicators (KPIs) serve as integral benchmarks, offering a systematic and quantifiable approach to
assess progress and achievements. KPIs are the compass guiding our endeavors, providing a clear
framework to evaluate the project's impact, efficiency, and adherence to objectives. By establishing
measurable indicators tailored to specific project goals, KPls empower us to track and analyze
performance across various facets.

This proactive approach not only enhances accountability but also enables timely adjustments,
ensuring that our efforts align seamlessly with the envisioned outcomes. As we embark on this
transformative journey, the judicious selection and meticulous monitoring of KPIs will be paramount,
contributing to informed decision-making, transparent reporting, and the overall success of the
project.

The project KPIs will help monitoring the implementation of the different activities:

e KPI20: Number of applications to the education programmes: 3,500

e KPI21: Number of master’s programmes on Cybersecurity and Robotics listed on the Digital
Skills and Jobs Platform: 2

e KPI22: Number of leads interested in the education programmes: 12,000

4.5 Project tools and channels

In designing our communication and dissemination strategy, careful consideration has been given to
selecting channels that effectively convey the project's key messages and outcomes to a diverse
array of stakeholders and members within the target groups. The strategy is crafted with a dual
approach, incorporating both information pull and information push mechanisms to ensure a
comprehensive reach:

¢ Information pull strategies involve creating accessible platforms, such as project webpages,
allowing stakeholders to actively seek and retrieve relevant information at their convenience.

e Information push strategies utilize various tools, such as social media platforms, to
proactively disseminate project updates to the intended audience.

Recognizing the varied nature of our target groups, the strategy incorporates a spectrum of tools
tailored to resonate with different audience preferences and communication styles.

Activity / Channel Impact

CH1. SPECTRO webpages 10,000/month visitors

CH2. Social media (coordinator’s accounts + 200,000/month impressions

partners’ accounts) 50 posts/month using project-specific hashtags

10/month project mentions
CH3. Paid advertisement on social media (EITD) 350,000/month impressions
5,000/month number of clicks
CHA4. Paid search advertising on Google (ETD) 350,000/month impressions
5,000/month number of clicks
CH5. Event, conference, meetings (EITD + 4,000 persons reached through events
partners’)
CH6. Scouting and synergies with other 5 successful partnership created
initiatives
CH7. Dissemination materials 30 brochures, flyers, visuals
10 videos
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1/month newsletters
20 press releases

Table 1: SPECTRO communication tools and channels: Expected impact and KPls.

The thoughtful selection of tools, as described in Table 1, ensures that the project's messages are
not only disseminated widely but also in a format that aligns with the preferences and engagement
patterns of each distinct target group.

4.6 Marketing Budget Allocation

The marketing budget under WP3 is split as per below for the whole duration of the project:

Participant 1
Cost item
name

Paid
advertisement
social media

Paid Search
Advertisement
on Google

Participation
to EU and
international
exhibitions
Events,
conferences
and meetings

Total purchase costs > 15% (Participant 1)

EITD

Category

Other goods,
works and
services

Other goods,
works and
services

Other goods,
works and
services

Other goods,
works and
services

WP(s)

WP3

WP3

WP3

WP3

Explanation

Paid promotion on social media for a period of 4
years. An amount of 20,000 EUR per year is
foreseen to promote the 2 master programmes
and the associated specialisations, equivalent to
approx. 1,600 EUR/month (800 EUR per
programme) to cover running costs of
campaigns and needed marketing materials.
Paid promotion on Google search for a period of
4 years of an approximately monthly value of
1,500 EUR/project/month, thus about 750
EUR/programme/month).

About 10 events over the 4 years (booth in the
exhibition area)

Participation to third parties’ events:
participation fee, project specific sessions.

Table 2: SPECTRO WP3 Purchase and equipment.

5 Timeline ("'when?’)

Costs
(EUR)

80,000

72,475

50,000

30,000

232,475

The Gantt Chart presented below in Figure 5 for presents a projected timeline and plan for effectively
communicating and disseminating information related to the SPECTRO project. It serves as a guide
for outlining the anticipated actions and milestones in promoting and raising awareness about the
project and the 2 master programmes and the self-standing modules, engaging with the audience,
collecting and sharing key updates and outcomes.

However, it is important to note that this chart is a projection and should be adapted and adjusted
as necessary to accommodate changes, unforeseen circumstances, and evolving project needs.
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) MI - M2- M3 - M4 - M5 - M6 - M7 - MS - M9 - MI10 - MII - Mi2-
COMMS TASKS September October  November December January February  March April May June July August
General Communication
about Project: News,

Events, Workshops
Project branding and
marketing guideliness
Branding & Marketing
Materials

Website development for
the project

Master Programmes
communication and
markeling campaigns
Self-paced modules
communication and

marketing campaign

MI13/M25 M24/
- MI4/M26 MI15/M27 MI16/M28 MI17/M29 MIS/M30 MI19/M31 M20/M32 M21/M33 M22/M34 - M23/M35- M3i6-
COMMS TASKS September - October - November - December - January - February -March - April - May June July August

General Communication
about Project: News,
Events, Workshops
Branding & Marketing
Materials

Master Programmes
communication and
marketing campaigns
Self-paced modules
communication and

marketing campaign

Figure 5: SPECTRO WP3 Actions Timeline.

6 Internal Communication

The orchestration of all communication, dissemination, and engagement activities within SPECTRO is
centralized under the EITD’s Communication team and the leadership of WP3. This cohesive
approach ensures a streamlined and targeted communication strategy tailored to diverse audiences,
encompassing higher education institutions, students and industry stakeholders The Communication
team collaborates with each work package contributing to SPECTRO, guiding them to release specific
content relevant to their outcomes, which is then meticulously disseminated.

The team shoulders a multifaceted responsibility, harmonizing content production across the project
and its horizontal activities. It undertakes the pivotal role of curating content for communication
through the project webpage and various social networks, ensuring a dynamic and accessible
information flow. Collaboration extends to liaising with the European Commission newsletter and
relevant press outlets, coordinating the dissemination efforts at conferences, workshops, and
exhibitions to amplify the project's impact. The Communication team plays a pivotal role in ensuring
a cohesive and impactful communication strategy that resonates both internally and externally,
fostering the success of SPECTRO.
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6.1 Microsoft Teams and Sharepoint

EIT Digital offered to SPECTRO its spaces on Teams and Sharepoint to ease project interaction and
the sharing of relevant documents. The Sharepoint platform has been selected as the best way for
all project partners to share, edit and save project documentation. The site is hosted by EITD and is
a subsite of EITD’s Sharepoint. Partners provided their email addresses and were connected to the
site. The uploading of project documentation has commenced and is iterative. Microsoft Teams was
also added to allow the functionality of project partners to communicate with each other quickly and
efficiently.

6.2 Project templates

Templates for presentation slides and deliverables have been created and distributed to all partners.

= Presentation Title

Subtitle text

01-09-2023
Deliverable DX.X:
= Deliverable title

WP3 (Marketing & Dissemination)
Branding

Font: Titilium
Colour scheme:

Project Page = .

Figure 6:SPECTRO documents template.

7 GDPR and privacy

The SPECTRO project partners ensures General Data Protection Regulation (GDPR) compliance by
systematically obtaining explicit consent for collecting and processing personal data for marketing and
dissemination purposes. This is achieved through transparent processes where individuals are fully informed
about the purposes of data collection and have control over their consent preferences. For more details on
the data set “Marketing data related to communication and dissemination activities”, please refer to D4.2
Data Management Plan. Moreover, a template for personal data collection is available in D4.2 Data
Management Plan, Annex 1. “Marketing data related to communication and dissemination activities”,
including personal data, is retained for up to 5 years after the end of the year following closure of the project.
This approach aligns with GDPR requirements for informed consent and empowers individuals to manage their
data rights effectively. By maintaining detailed records of consent and providing easy mechanisms for
withdrawal, the consortium upholds the principles of accountability and user autonomy required by the GDPR.

Below is an example of sentence to collect consent of participants:
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By clicking Submit below, you consent to allow EIT Digital to store and process your
personal information in order to provide you with the content requested. For details about
our Terms of Use and Privacy Policy, see our legal notice.

The Data Project Officer for the SPECTRO project may be
privacy@eitdigital.eu
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Marketing and Dissemination Plan
Project: SPECTRO (101123118)

reached at the following address:

18


https://www.eitdigital.eu/legal-notice/
mailto:privacy@eitdigital.eu

Addendum 1: Supporting Material
1. The Student Journey
The Student Journey, from learning about
SPECTRO offer to starting one of the Awareness
master’s programmes, begins with
awareness. At this stage, the student is a
. .
prospect, meaning someone in the target
audience, who becomes exposed and
learns about the SPECTRO offer but has

yet to indicate interest in it.
education portals (external vendors). The students’ details are captured in HubSpot (EIT Digital CRM),

Further, students can show interest and

enter the recruitment pipeline as a
contact. This stage includes completing a
form, attending an event, or completing
an inquiry form through one of the

and they receive communication throughout the year, such as periodic mass-marketing emails and
121 emails. These efforts intensify during the recruitment period when the application portal is open.

Once a student starts the application process on the portal, they pass to consideration stage of the
journey, becoming an applicant. Applicants are treated very carefully and communications at this
point focus on conversion and further retention. Students are either admitted or rejected after a
decision has been made about their application.

Upon becoming admittee, students pass in the retention stage, but before becoming an enrolee in
one of the programmes, and closing the funnel, they still need to accept the offer and pay the tuition
fee.

Research and industry practice shows that while students do narrow down the lists of universities
they are considering, they often do not narrow much until they must submit applications, and they
may still apply to 10 or more universities. More students submit their applications closer to the
application deadline each year, making the application pool harder to forecast.

2. Target Audience & Student Persona (Buyer Persona)
Demographics:

e Location: European students - Students who are nationals of one of EU countries or one of
RIS EU countries, or have residency in one of the prior
Age: above 21
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e Education level (depending on the MSL program): Bachelor of Science degree in Computer
Science, Electrical Engineering/Electronics, Computer Engineering, Information Technology,

Industrial Engineering,

Information Systems,

Mathematics, Statistics, Mechatronics,

Telecommunication Engineering, Software Engineering, Business Informatics.

Maria Georgiou (F)

Demographic info

22
Greece
Education leve

Finishing her bachelor degree

financial dependent on her parents

+ Add field

Bio
She is a very dynamic girl, loves to study
and be with friends. She has a great

passion for technology, and wants to make
this passion her career

Frustrations (pain points)

It is difficult for her to navigate through all
the study offerings inherent in the path she
wants to take, so she sometimes finds
herself unmotivated in choosing a master's
degree

Jobs to be Done

She wants to have ease in finding all the
necessary information (dates, costs, career
outlets etc.) regarding the master's
program she wants to undertake so that
she can make an informed choice

Communication

social media, web site

Content types and formats

post/stories, videos,

Content showing student lessons/activitic

+ Add field

Quote

1 love innovation in synergy with
technology

Motivations (goals)

She feels part of the generation that has
grown up with technology and wants to be
part of the future technological changes
that will take place

Factors influencing buying
decisions

Factors sought: good-looking website,
presents on social media, clear and
schematic information, prices, opinions of
other students

Hindering factors: unclear/confusing
website with too much writing, lack of key
information

Gains from my product

International environment, professors’
experience, studying in two different
countries, networking, program quality

Brands and influencers

Follows pages and influencers talking about
current events and technology

Figure 7: Example 1 SPECTRO student persona.
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Chris van Loon (M)

Demographic info
Age
23

Location

Netherlands

Family status
Single
Education level

Bachelor's degree

Income level

Fil i 1t on his p
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Bio

Chris just graduated from college as

f e Engi Helis Y ing
to learn new skills and wants to specialize
in some deep tech field, but finds it difficult
because there is a lot of offer. He would like
to travel and see other countries but he
needs to study a Masters Degree also.

Frustrations (pain points)

He wants to find a programme that

provi him the ge and skills to be
a successful professional but suits his
preferences for discovering new countries.
He gets a little frustrated because it's
difficult to find a programme that fits.

Communication
Channels

Social Media to know and follow up on br

Content types and formats

gaging pi 3 ist posts, succ

Content themes and topics

Tech, D hi

Quote

| want to upgrade my tech k

while | get to know other countries
and acquire innovation and
entrepreneurship skills

Motivations (goals)

He is motivated by finding a good job on
her professional field through a Master's
degree of his interest, which allows him to
meet people with the same interest as him.

Factors influencing buying
decisions

He cares just a little about the prices of the
prog his pas cover the
costs. He wants to find the perfect tech
Master that allows him to acquire the

i jon and P ship skills that
the market demands.

Brands and influencers

Inr ive and ing brands, infl s
he can trust. He follows content with which
he identifies himself.

Gains from my product

EIT Digital offers a programme in which our
buyer persona can upgrade his technical
ge and his ir ion and
P ial skills. In addition, it offers
him the opportunity to get to know other
European countries.

Figure 8: Example 2 SECTRO student persona.
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Addendum 2: Marketing research for market relevance

In this section a high-level analysis of market requirements will be presented. Our focus is set on
identifying the target audience in Europe for the SPECTRO education offer in cybersecurity and
robotics. This comprehensive exploration navigates the European educational landscape, discerning
the specific needs, preferences, and aspirations of individuals, institutions, and industries poised to
benefit from specialized programs in these cutting-edge fields.

This high-level analysis serves as a strategic compass, guiding the tailoring of our programs to align
seamlessly with the dynamic demands of the European market, ultimately ensuring the impactful
and widespread delivery of expertise in cybersecurity and robotics across the continent.

1. European Educational Landscape

The European educational landscape is a rich tapestry of diverse institutions and programs, reflecting
the continent's commitment to fostering innovation and expertise. In the context of cybersecurity
and robotics, the educational infrastructure encompasses a spectrum of institutions ranging from
traditional universities to specialized vocational schools, each playing a distinctive role in shaping the
knowledge and skills of future professionals in these fields.

Overview of Educational Institutions

Europe boasts a robust network of higher education institutions renowned for their academic
excellence. Universities across the continent offer a variety of programs, including computer science,
engineering, and information technology, providing a foundational knowledge base for students
interested in cybersecurity and robotics. Beyond traditional academia, vocational schools and
technical institutes also contribute significantly by offering practical and hands-on training, bridging
the gap between theoretical knowledge and real-world applications.

In the SPECTRO consortium we encompass 12 higher education institutions from 7 different
countries, 2 innovative SMEs, 1 leading research centre in Information Systems and EIT Digital, a
pan-European organisation with in-depth knowledge and experience in the digital skills domain. The
partners in consortium have the full range of complementary expertise needed to support the
implementation of the project and enable its longer-term sustainability, meeting all the complex
challenges that SPECTRO aims to address. In particular:

e All higher education institutions in the consortium have recognised expertise and
experience in delivering master’s programmes and short-term education programmes in
Cybersecurity or Robotics.

e EIT Digital has 10+ years of experience in management and coordination of pan-European
education programmes in key digital technologies, including Cybersecurity and Robotics.

e The SMEs in the consortium (CYSCALE and GIM) have relevant expertise in Cybersecurity and
Robotics and extensive knowledge of the market, business challenges, and potentials of these
technologies.
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* |IRISA is one of the largest French research labs in Computer Science and Information
Technology and a recognised research centre, including Cybersecurity and Robotics among
its scientific priorities.

The project coordinator, EIT Digital, is a pan-European organisation founded in 2010, which had since
its formation an exclusive focus on digital education and innovation, delivering education
programmes and trainings with 30+ leading universities and training providers in Europe. The flagship
EIT Digital initiative among these education programmes has been the EIT Digital Master School,
which includes 7 Master’s programmes involving 15+ leading universities in Europe. Over the last
decade, the EIT Digital Master School has trained 3000+ students across Europe in strategic digital
technology areas for Europe, including Data Science, Cybersecurity, Cloud Infrastructures and
Autonomous Systems.

Existing Programs in Cybersecurity and Robotics

A thorough analysis of the European educational landscape reveals a growing emphasis on programs
related to cybersecurity and robotics. Major universities in technological hubs like Germany, the
United Kingdom, and the Nordic countries have established specialized departments or dedicated
courses focusing on cybersecurity and robotics. These programs often cover a broad spectrum,
encompassing theoretical aspects, practical applications, and ethical considerations.

Moreover, there is a noticeable trend towards interdisciplinary education, where institutions are
increasingly recognizing the synergies between cybersecurity and robotics. Interdisciplinary
programs not only equip students with specialized knowledge but also nurture a holistic
understanding of the interplay between these two dynamic fields. This interdisciplinary approach
aligns with the evolving nature of the digital landscape, where cybersecurity and robotics often
converge in innovative solutions.

The educational landscape also reflects the collaborative spirit of European institutions, with
partnerships and joint programs fostering a cross-cultural exchange of knowledge and ideas.
Initiatives supported by organizations such as the European Union further promote collaboration
among educational institutions, encouraging the development of programs that address the
emerging challenges and opportunities in cybersecurity and robotics.

The European Year of Skills 2023 aims to address skills gaps in the European Union and boost the EU
skills strategy, focusing on digital and green technology skills. The initiative seeks to help reskill
people for quality jobs and support small and medium enterprises by highlighting national efforts
and EU funding possibilities. Throughout the year, various stakeholders will work together to
promote skills development, with the main objectives being to reach the EU 2030 social targets of at
least 60% of adults in training every year and at least 78% in employment. The initiative will also help
achieve the 2030 Digital Compass targets of at least 80% of adults with basic digital skills and 20
million employed ICT specialists in the EU. In the context of the European Year of Skills, SPECTRO
stands at the forefront of cultivating essential skills for the digital era, contributing significantly to
the educational landscape by providing specialized programs in cybersecurity and robotics, along
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with a unique minor in Innovation and Entrepreneurship, thereby actively addressing the skills
shortage and empowering individuals to excel in the evolving digital future of Europe.

As Europe positions itself at the forefront of technological advancements, the educational landscape
continues to evolve, adapting to the dynamic demands of the digital age. The integration of emerging
technologies, such as artificial intelligence and the Internet of Things, into educational curricula
further underscores the commitment to staying at the cutting edge of technological innovation. EIT
Digital and the other university partners of SPECTRO offer expertise in courses related to
autonomous systems and cybersecurity. The interdisciplinary master's program in cybersecurity
provides a comprehensive overview of the role of cybersecurity in creating a safe and inclusive digital
society. It equips students with practical skills in ethical hacking, blockchain technologies, and
quantum cryptography, preparing them for roles such as cybersecurity consultant, security analyst,
information security architect, and cybersecurity specialist. On the other hand, the autonomous
systems master's program approaches autonomous systems from both computer science and
electronic engineering perspectives, covering topics such as Internet of Things (loT), machine
learning, artificial intelligence, robotics, automation and control, embedded systems, and system
communication. This program is designed to help students acquire the skills and knowledge to drive
the transition to autonomous systems. Both programs have been implemented since the last years
and have a proven experience to deliver consistent learning results for their students. The courses
offered by EIT Digital Master School aim to prepare students for the challenges and opportunities
presented by the increasing digitalization of the world.

2. Demographic Analysis

Understanding the demographics of the European population is pivotal for tailoring the SPECTRO
education offer to resonate with the specific characteristics and preferences of the target audience.
This chapter delves into key demographic considerations, shedding light on the diverse profiles and
trends that influence the demand for education in cybersecurity and robotics across the continent.

The demographic profile of SPECTRO's target audience spans a broad spectrum, reflecting the
diverse educational and professional landscape across Europe. Recent graduates constitute a
significant segment, representing individuals eager to acquire specialized skills and establish a
foundation in cybersecurity and robotics. Mid-career professionals seeking to upskill or transition
into these dynamic fields form another substantial demographic, reflecting the evolving nature of
career trajectories in the digital era. Seasoned experts, aiming to stay abreast of the latest
advancements and maintain their competitive edge, contribute to the diverse mix of learners.
Examining the age distribution within this demographic reveals a dynamic landscape, with a blend of
younger individuals embarking on their professional journeys and experienced professionals seeking
continuous growth. Understanding the educational backgrounds of these learners provides further
insights into the varied knowledge foundations, allowing SPECTRO to tailor programs that cater to a
spectrum of expertise levels. The emphasis on gender diversity in the demographic analysis aligns
with European initiatives to bridge the gender gap in STEM fields. Recognizing the importance of

Deliverable: D.3.1 24
Marketing and Dissemination Plan
Project: SPECTRO (101123118)




encouraging more women to pursue careers in science, technology, engineering, and mathematics,
SPECTRO ensures its educational offerings are designed to be inclusive and accessible. This
commitment to gender inclusivity is not only a response to societal imperatives but also a strategic
alignment with broader European goals for a more diverse and equitable workforce. Moreover,
delving into the career trajectories of the target audience adds granularity to the demographic
analysis. By understanding the diverse professional backgrounds, SPECTRO can tailor its educational
programs to address the specific needs and expectations of individuals coming from various
industries and job roles. This targeted approach ensures that SPECTRO's education offer is not a one-
size-fits-all solution but a dynamic and responsive platform catering to the nuanced requirements of
a diverse demographic.

Examining demographic trends and patterns provides insights into the evolving dynamics of
educational choices in cybersecurity and robotics. An analysis of enrolment trends in related
programs across different age groups and regions can reveal shifting preferences and emerging areas
of interest. Moreover, understanding the factors influencing decisions to pursue further education,
such as career aspirations, economic considerations, and the desire for continuous learning, will
inform the development of targeted and appealing educational offerings. The analysis of students
expressing interest in master courses on cybersecurity and robotics provides valuable insights into
the diverse characteristics of this dynamic demographic. Interest in these advanced programs spans
various age groups, showcasing a broad range of motivations:

- The educational backgrounds of prospective students are notably varied, reflecting interest
from recent graduates and professionals with diverse academic foundations. This diversity
highlights the interdisciplinary nature of the appeal of cybersecurity and robotics, extending
beyond traditional computer science and engineering disciplines.

- Diverse career stages are represented among those expressing interest, encompassing early-
career professionals, mid-career transitions, and experienced experts seeking further
specialization. Recognizing and addressing the unique needs of each career stage is crucial for
ensuring the relevance and effectiveness of the educational programs.

- Geographically, interest is dispersed, with concentrations in tech hubs and regions
emphasizing technological innovation. This geographical diversity suggests the need for
targeted marketing efforts and program customization to cater to specific regional
preferences and priorities.

- Motivations for pursuing further education include career advancement, a passion for
emerging technologies, and the desire for specialization in high-demand fields. Tailoring
program content to align with these motivations ensures that educational offerings meet the
expectations and goals of prospective students.

- The analysis also reveals varied levels of digital skills proficiency among interested students,
ranging from foundational to advanced. Designing a curriculum that accommodates diverse
skill levels fosters an inclusive learning environment and maximizes the impact of the
educational programs.

- Prospective students hail from diverse industries, indicating a cross-sectoral demand for
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expertise in cybersecurity and robotics. Aligning program content with industry needs and
trends ensures that graduates are well-equipped to address real-world challenges in their
respective fields.

- Cultural and linguistic diversity is apparent among interested students, reflecting a global
appeal for these master courses. Adapting communication strategies and program materials
to be culturally sensitive and inclusive enhances accessibility for a diverse group of learners.

The complexity of designing educational programs becomes particularly pronounced in the context
of the heterogeneity revealed through the analysis of students expressing interest in master courses
on cybersecurity and robotics. This dynamic demographic exhibits a diverse array of characteristics,
spanning different age groups and reflecting a wide spectrum of motivations. Addressing such
diversity requires a nuanced approach that goes beyond a standardized curriculum, necessitating
the incorporation of flexible learning paths, diverse teaching methodologies, and personalized
support mechanisms to ensure that the educational experience is both inclusive and tailored to the
unique needs of each learner.

3. Economic Factors

The economic landscape of Europe plays a pivotal role in shaping the demand for specialized
education in cybersecurity and robotics. This chapter delves into key economic factors that influence
the decision-making processes of individuals, institutions, and industries, providing a comprehensive
understanding of the economic dynamics that impact the SPECTRO education offer.

Economic Trends

The economic landscape in Europe is marked by dynamic trends, reflecting resilience across various
sectors and a growing demand for expertise in cybersecurity and robotics. A nuanced exploration
reveals key insights into the economic dynamics of the continent. Across different sectors, Europe
exhibits varying degrees of economic resilience, with certain industries showcasing notable strength
in the face of challenges. This recognition of resilient sectors is pivotal for directing investments
toward areas where cybersecurity and robotics expertise is likely to yield positive economic
outcomes.

Industries emphasizing technology and innovation consistently display growth, signalling an
increased demand for digital skills. The technology sector emerges as a central driver of economic
activity, emphasizing the critical role of cybersecurity and robotics expertise within these innovative
industries. The adoption of Industry 4.0 principles is evident, with industries embracing automation,
connectivity, and data-driven decision-making showcasing robust economic performance. The
integration of Industry 4.0 technologies underscores the growing relevance of skills in cybersecurity
and robotics across manufacturing and related sectors. The healthcare and biotechnology sectors
demonstrate resilience, propelled by the increasing emphasis on digital health solutions and
advanced biotechnological applications. The intersection of technology with healthcare amplifies the
need for cybersecurity measures to protect sensitive medical data and the integration of robotics for
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enhanced healthcare delivery. Supply chain digitization and logistics sectors are undergoing
significant transformations, leveraging technological advancements for increased efficiency. The
demand for cybersecurity is heightened as digitalization becomes integral to supply chain operations,
requiring robust measures to secure data and infrastructure. The financial services sector,
particularly fintech, continues to experience growth, driven by increased reliance on digital platforms
and technologies. The sector's evolution towards digital services highlights the critical role of
cybersecurity in safeguarding financial transactions and the importance of robotics in streamlining
financial processes. Government initiatives and investments in digitalization and innovation are
shaping economic trends, with a focus on smart cities, e-governance, and technological
advancements. Such efforts underscore the importance of cybersecurity in protecting critical
infrastructure and the potential integration of robotics in public services. The cross-sectoral impact
of emerging technologies, such as cybersecurity and robotics, influences economic trends, creating
new opportunities and challenges. The pervasive influence of these technologies emphasizes the
need for a skilled workforce proficient in cybersecurity and robotics to navigate and capitalize on
these advancements.

Industry Growth and Job Market

The growth of industries related to cybersecurity and robotics is intricately linked to the demand for
skilled professionals. This section of the analysis explores the job market dynamics, identifying key
sectors experiencing growth and increased reliance on digital technologies. Investments in education
in the fields of cybersecurity and robotics have profound implications for fostering innovation,
enhancing competitiveness, and ensuring economic sustainability.

Investments in education contribute significantly to fostering a culture of innovation. Educational
programs in cybersecurity and robotics equip students with cutting-edge knowledge and practical
skills, enabling them to drive technological advancements. Graduates, armed with a deep
understanding of these transformative fields, become catalysts for innovation within industries,
introducing novel solutions and pushing the boundaries of what is technologically achievable.

Moreover, education in these fields nurtures a mindset of continuous learning and problem-solving.
This culture of perpetual innovation permeates industries as graduates enter the workforce, spurring
the development of new technologies, methodologies, and approaches. The ripple effect of this
innovation extends across sectors, driving progress and maintaining Europe's position at the
forefront of technological advancements.

Educational initiatives create a pool of highly qualified professionals who contribute to the
development and implementation of state-of-the-art technologies. This expertise enhances the
competitiveness of European businesses, making them attractive partners for international
collaborations and investments. The competitive advantage gained through a well-educated
workforce fosters economic growth and resilience in an increasingly globalized and technologically
driven world.

Investments in education ensure economic sustainability by addressing the evolving needs of
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industries and the job market. By providing specialized training in cybersecurity and robotics,
educational programs align with the demands of a digitalized economy. Graduates are not only
equipped to navigate the challenges presented by technological shifts but are also crucial
contributors to the sustainability of industries. The economic sustainability facilitated by education
in these fields extends to sectors critical for long-term growth, such as manufacturing, healthcare,
and finance. As industries integrate cybersecurity measures and robotics technologies, they bolster
their resilience against cyber threats, streamline operations, and contribute to the overall
sustainability of the European economy.

4. Technological Landscape

Navigating the technological landscape is pivotal for tailoring the SPECTRO education offer to align
with the rapidly evolving advancements in cybersecurity and robotics. This chapter delves into key
technological factors that influence educational needs, providing a comprehensive understanding of
the technological dynamics shaping the demand for expertise in these fields across Europe.

Emerging Technologies

In the ever-evolving technological landscape, a focal point of analysis is the realm of emerging
technologies. The swift progression of artificial intelligence, machine learning, and the Internet of
Things (loT) stands as a transformative force in the domains of cybersecurity and robotics. This
exploration delves into the latest technological trends, offering a comprehensive understanding of
disruptions in these fields and their implications for educational content and skill requirements.

The relentless pace of advancements in artificial intelligence presents a paradigm shift in
cybersecurity, with Al-driven threat detection and response mechanisms reshaping the defense
strategies against evolving cyber threats. In robotics, the integration of Al enhances decision-making
capabilities, propelling the development of autonomous systems capable of adapting to dynamic
environments.

Machine learning, another pivotal force, empowers cybersecurity systems to learn and adapt in real-
time, anticipating and mitigating potential risks. In the realm of robotics, machine learning algorithms
enable robots to acquire new skills through experience, ushering in a new era of adaptable and
intelligent robotic systems.

The expansive network of interconnected devices within the Internet of Things introduces both
opportunities and challenges. In cybersecurity, securing the vast IoT ecosystem becomes paramount,
requiring specialized skills to safeguard against vulnerabilities. In robotics, the integration of loT
enhances connectivity and data-sharing capabilities, revolutionizing collaborative and
interconnected robotic systems.

For SPECTRO, staying attuned to these emerging technologies is imperative to ensure that its
educational offerings remain cutting-edge and relevant. Understanding the implications of these
disruptive technologies on skill requirements is vital for crafting curricula that prepare students for
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the demands of a tech-driven future. Furthermore, the integration of emerging technologies into
educational curricula is a proactive measure. By exploring how these technologies are seamlessly
incorporated into existing programs, SPECTRO gains insights into best practices for delivering content
and hands-on experiences that mirror real-world applications. This approach not only equips
students with theoretical knowledge but also cultivates practical skills, fostering a generation of
professionals ready to navigate and lead in the era of disruptive innovations in cybersecurity and
robotics.

Digital Skills Demand

The pursuit of specific digital skills emerges more and more as a pivotal consideration for educational
programs. This section delves into the granular details, analysing the specific skills coveted by
industries within the realms of cybersecurity and robotics.

In the dynamic field of cybersecurity, the emphasis on ethical hacking skills takes centre stage. With
the ever-present threat landscape, educational programs need to equip students with the ability to
proactively identify and counteract potential cyber threats. Understanding the nuances of ethical
hacking ensures that cybersecurity professionals possess the expertise to safeguard digital assets and
infrastructure effectively.

For robotics, the landscape of sought-after skills extends to encompass programming proficiency for
various robotic platforms. As robotics increasingly integrates with Al, machine learning, and loT, the
ability to navigate and program these interconnected systems becomes paramount. The demand for
skills in data analytics within robotics highlights the industry's reliance on extracting actionable
insights from vast datasets generated by robotic systems. Identifying these in-demand skills not only
informs the development of targeted modules but also underscores the importance of adaptability
in educational institutions. The analysis extends to examining the readiness of institutions to
incorporate digital skills seamlessly into their programs. This involves a comprehensive evaluation of
available resources, from state-of-the-art laboratories to simulation environments. Furthermore,
collaborations with industry partners play a pivotal role in ensuring that students receive practical
exposure to the latest technologies, mirroring real-world scenarios.

The adaptability of educational institutions transcends the mere integration of digital skills; it extends
to cultivating an environment that fosters innovation and critical thinking, essential components for
success in dynamic fields such as cybersecurity and robotics. As these disciplines evolve rapidly, it
becomes imperative to provide students with not only theoretical knowledge, but also practical
insights gained through hands-on experiences, collaborative projects, and exposure to real-world
industry challenges. This emphasis on practical application aligns seamlessly with the significance of
a course on innovation and entrepreneurship within SPECTRO's educational framework,
emphasizing the development of skills that empower students to navigate and contribute
meaningfully to the ever-changing landscapes of cybersecurity and robotics.
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5. Regulatory Environment

Understanding the regulatory environment is paramount for shaping the educational initiatives of
SPECTRO in cybersecurity and robotics. This chapter delves into key regulatory factors that influence
the development, accreditation, and recognition of educational programs in these fields across
Europe.

Education Policies

In navigating the regulatory environment, a comprehensive examination of European education
policies emerges as a critical facet. This exploration extends beyond the confines of individual
institutions, encompassing overarching policies that govern higher education, digital skills
development, and the promotion of STEM (Science, Technology, Engineering, and Mathematics)
disciplines. By delving into these regulatory dimensions, SPECTRO gains valuable insights into the
broader educational landscape.

At the forefront of this analysis are the policies that shape higher education across Europe.
Understanding the overarching frameworks, such as the Bologna Process, aids in ensuring
consistency and alignment with continental standards. The Bologna Process, a fundamental driver of
European higher education harmonization, underscores the importance of collaboration and
compatibility in educational systems, fostering mobility and mutual recognition of qualifications.

The regulatory scrutiny extends to policies governing digital skills development, acknowledging the
pivotal role of digital literacy in the modern era. As technology becomes increasingly pervasive,
aligning educational programs with policies promoting digital skills development ensures that
graduates are well-equipped to navigate the evolving technological landscape. This emphasis on
digital skills resonates profoundly within the domains of cybersecurity and robotics, where
technological proficiency is paramount.

Furthermore, the exploration encompasses policies promoting STEM disciplines, recognizing the
strategic importance of science, technology, engineering, and mathematics in fostering innovation
and competitiveness. Aligning SPECTRO's programs with initiatives aimed at encouraging STEM
education ensures congruence with regional and continental educational goals. This strategic
alignment not only enhances the relevance of educational offerings but also positions SPECTRO as a
contributor to broader educational objectives.

In this regulatory landscape, specific policies or initiatives that incentivize institutions to offer
programs in emerging and strategic fields, such as cybersecurity and robotics, warrant particular
attention. Governments and regional bodies may introduce targeted measures to encourage
educational institutions to contribute to the development of expertise in these critical domains.
Understanding these incentives provides valuable insights into potential avenues for collaboration,
funding opportunities, and strategic partnerships. Moreover, staying abreast of regulatory changes
and policy developments ensures that SPECTRO remains adaptive and responsive to the evolving
educational landscape. The dynamic nature of technology and its integration into education
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necessitates a proactive approach in aligning with policies that shape the future of higher education,
digital skills, and STEM disciplines.

Within the regulatory landscape, the European Union's efforts during the European Year of Skills
underscore a dedicated commitment to advancing the continent's educational initiatives. As part of
a comprehensive strategy, the EU is actively working towards fostering digital skills, recognizing their
pivotal role in the contemporary workforce. In alignment with the overarching goals of the European
Year of Skills, the EU is championing initiatives that not only address the current skills gap but also
anticipate the future needs of a rapidly evolving digital economy. The European Year of Skills serves
as a platform for the EU to emphasize the importance of acquiring and honing digital competencies
across various sectors. Initiatives are being rolled out to promote STEM (Science, Technology,
Engineering, and Mathematics) disciplines, enhance digital literacy, and encourage a culture of
continuous learning. This concerted effort is designed to equip individuals with the skills needed to
thrive in a technology-driven era, fostering innovation, employability, and competitiveness on a
global scale. As part of these efforts, the EU is collaborating with member states, educational
institutions, and industry stakeholders to create an inclusive and accessible environment for skill
development. Policies and initiatives are being shaped to bridge gaps in educational systems, align
curricula with industry needs, and ensure that individuals of all ages and backgrounds have the
opportunity to acquire the digital skills essential for the jobs of today and tomorrow. In the specific
context of the SPECTRO project, which aligns with the EU's focus on advancing digital skills, the
regulatory environment reflects a supportive framework that encourages innovative educational
programs. SPECTRO's endeavours in cybersecurity and robotics align with the EU's vision for a
digitally competent workforce, contributing to the broader goals of the European Year of Skills by
addressing the shortage of specialists in these advanced digital fields.

Accreditation and Certification

In the complex realm of educational regulation, accreditation and certification emerge as pivotal
components, wielding significant influence over the recognition and perceived value of educational
programs. This section undertakes a thorough scrutiny of the accreditation standards established by
relevant authorities, positioning SPECTRO's programs within the framework of established quality
benchmarks. Additionally, an insightful analysis of industry-recognized certifications in the
specialized fields of cybersecurity and robotics informs the nuanced design of modules and curricula,
ultimately elevating the employability and recognition of SPECTRO's graduates.

Accreditation, as a key regulatory mechanism, ensures that educational programs adhere to
predefined standards of quality, rigor, and relevance. By delving into the accreditation standards
set by pertinent authorities, SPECTRO gains a comprehensive understanding of the benchmarks
against which its programs will be evaluated. This scrutiny not only aligns educational offerings with
best practices but also contributes to the overall credibility and legitimacy of the institution within
the educational landscape.
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The focus extends beyond traditional academic accreditation to encompass industry-recognized
certifications, particularly crucial in the dynamic fields of cybersecurity and robotics. Analysing the
landscape of certifications prevalent in these domains provides critical insights into the skill sets and
competencies sought by industry leaders. Consequently, this knowledge guides the meticulous
design of modules and curricula, ensuring that graduates possess not only theoretical knowledge but
also the practical, industry-relevant skills that make them highly employable.

Furthermore, the exploration of the regulatory landscape encompasses an analysis of certification
bodies and industry standards. Understanding the expectations set by these entities ensures that
SPECTRO remains in alignment with current best practices and industry benchmarks. This knowledge
allows for agile adjustments to educational offerings in response to evolving industry demands,
fostering a curriculum that stays ahead of the curve in terms of relevance and applicability. The
collaboration potential with accreditation bodies becomes a focal point within this regulatory
analysis. By exploring avenues for collaboration, SPECTRO aims to streamline accreditation processes
and enhance the overall credibility of its educational programs. Engaging with accreditation bodies
in a synergistic manner not only facilitates compliance with established standards but also
contributes to continuous improvement and innovation within the educational framework.

6. Competitive Analysis

A robust competitive analysis is instrumental in shaping the strategic positioning of SPECTRO's
education offerings in the dynamic landscape of cybersecurity and robotics. This chapter delves into
key aspects of the competitive environment, examining existing educational programs and initiatives
to inform SPECTRO's unique value proposition.

Competing Educational Programs

The thorough analysis of existing educational programs in cybersecurity and robotics across Europe
has yielded multifaceted insights crucial for shaping the strategic trajectory of SPECTRO's educational
initiatives. Within this rich and diverse landscape, programs offered by universities, vocational
schools, and educational institutions showcase a broad spectrum of offerings characterized by
varying specializations and delivery formats. This diversity, spanning traditional academic courses to
hands-on, vocational approaches, forms the foundational context within which SPECTRO must
strategically position itself.

Delving deeper into the strengths and weaknesses of these competing programs provides SPECTRO
with a nuanced understanding of the current benchmarks and areas for improvement, shaping the
development of its modern set of educational programs. The analysis revealed that certain programs
excel in delivering comprehensive theoretical knowledge, serving as benchmarks of excellence in
academia. These strengths become guiding principles for SPECTRO, ensuring its programs not only
meet but exceed existing standards, offering a robust theoretical foundation for learners in
cybersecurity and robotics. Simultaneously, the identified weaknesses in current programs have
become opportunities for SPECTRO to differentiate itself through innovation. For instance, a common
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weakness found was a limited emphasis on practical, hands-on experiences and a lack of exposure to
real-world industry challenges. In response, SPECTRO is strategically integrating collaborative
projects and industry partnerships into its programs. This addresses a significant gap in the
educational landscape, providing students with the practical expertise and problem-solving skills
crucial for success in dynamic fields like cybersecurity and robotics.

Beyond the surface, the analysis explored whether competing programs embrace interdisciplinary
approaches, engage in industry collaborations, or employ unique pedagogical methods. Results
indicated that while some programs incorporate interdisciplinary elements, there is a notable
variance in the depth of industry collaborations and the adoption of innovative teaching
methodologies. Understanding these nuances is pivotal for SPECTRO in refining its own approach.
Consequently, SPECTRO's modern educational initiatives not only align with industry needs but also
foster interdisciplinary thinking, providing students with a holistic understanding of the digital
landscape. The knowledge gleaned from this analysis goes beyond the academic realm to encompass
market responsiveness. By understanding the current landscape, SPECTRO gains insights into the
dynamic needs and demands of the market, allowing it to tailor its educational offerings to be
responsive to the ever-evolving challenges in the fields of cybersecurity and robotics. Furthermore,
the exploration has unveiled opportunities for innovation within the educational landscape.
Whether introducing novel specializations, integrating emerging technologies into the curriculum, or
fostering unique partnerships, SPECTRO can strategically position itself as a leader in cutting-edge
education, anticipating and exceeding the expectations set by existing programs.

Unique Selling Proposition (USP)

SPECTRO's Unique Selling Proposition (USP) lies in its meticulous crafting of educational programs in
cybersecurity and robotics, setting it apart as an innovative leader in the field. Unlike conventional
offerings, SPECTRO stands out through a diverse range of specialized modules that delve into cutting-
edge technologies, ensuring graduates possess not only theoretical knowledge but also practical,
industry-relevant skills. What truly distinguishes SPECTRO is its commitment to providing learning
experiences aligned with the job market needs. Beyond traditional classroom learning, our
programs emphasize real-world applications through state-of-the-art simulation environments and
use-cases. In fostering a dynamic educational ecosystem, SPECTRO has strategically forged industry
partnerships that transcend the typical boundaries of academia. These collaborations not only
contribute to the relevance of our programs but also provide students with invaluable insights and
networking opportunities, bridging the gap between education and industry seamlessly.

Another SPECTRO's USP shines brightly through its innovative minor program on Innovation and
Entrepreneurship, setting it apart as a pioneer in fostering a holistic educational experience. Unlike
conventional minor programs, SPECTRO's Innovation and Entrepreneurship offering stands out by
seamlessly integrating with master's programs in cybersecurity and robotics. This distinctive
approach empowers students with a unique skill set that goes beyond technical expertise, equipping
them with the entrepreneurial mindset and innovation acumen essential for success in today's
rapidly evolving digital landscape.
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Furthermore, SPECTRO's minor program fosters an interdisciplinary learning environment. By
integrating insights from innovation and entrepreneurship across cybersecurity and robotics,
students gain a comprehensive understanding of how to navigate and contribute to the intersection
of technology and business. Also, with the aim of cultivating this innovative mindset, SPECTRO
strategically leverages the industry partnerships and collaborations. Through interactions with
entrepreneurs, industry experts, and innovative SMEs, students in the minor program gain valuable
insights, mentorship, and networking opportunities, laying the groundwork for future
entrepreneurial endeavours or impactful contributions within established organizations.
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Addendum 3: Partners’ online dissemination channels

nnnnnnnnn

Website Facebook

Partner

LinkedIn

Instagram

TikTok

YouTube

Other

https://mast
erschool.eit | https://www.facebook.c

https://www.linkedin
.com/company/eit-
digital/posts/?feedVi
ew=all

https://x.com
/EIT_Digital

https://www.instagr
am.com/eit_digital/

https://www.tikt
ok.com/@eit_dig
ital?lang=en

https://www.youtube.co
m/c/EITDigital

https://www.linkedin
.com/school/aalto-
university/

https://www.instagr
am.com/aaltounivers

ity/

https://www.youtube.co
m/user/aaltouniversity

https://www.linkedin
.com/school/unibme-
official/

https://www.instagr
am.com/unibme.offi
cial

https://www.youtube.co
m/@unibme.official

[

E digital.eu om/EITDigital/

A https://ww

= w.aalto.fi/e | https://www.facebook.c

:[f n om/aaltouniversity
https://ww

w W.bme.hu/e | https://www.facebook.c

z n om/muegyetem.official
https://ww

w W.elte.hu/e | https://www.facebook.c

E n/ om/elteinternational/

https://www.linkedin
.com/school/eotvos-
lorand-university-
budapest/

https://www.instagr
am.com/elteinternat
ional/

https://www.tikt
ok.com/@elteint

ernational

https://www.youtube.co
m/user/ELTEfilm

Deliverable: D.3.1
Marketing and Dissemination Plan
Project: SPECTRO (101123118)

35



S
a
c
T
& Website Facebook Linkedin X Instagram TikTok YouTube Other
8 https://ww | https://fr- https://www.linkedin | https://twitte | https://www.instagr https://www.youtube.co
E w.eurecom.f | fr.facebook.com/eureco | .com/school/eureco r.com/EUREC | am.com/eurecom_so m/@EURECOMcommunic
a r mCommunication m/mycompany/ oM phia_antipolis/ ation
https://x.com | https://www.instagr
- https://ww | https://www.facebook.c | https://www.linkedin | /kthuniversit | am.com/kthuniversit https://www.youtube.co
I; w.kth.se om/KTHuniversity/ .com/school/kth/ y y/?hl=en m/kth
https://ww https://www.linkedin | https://twitte
o0 w.ubbcluj.ro | https://www.facebook.c | .com/company/babe | r.com/UnivBa https://www.youtube.co
% /ro/ om/UnivBabesBolyai s-bolyai-university/ besBolyai m/user/univbabesbolyai
https://univ https://univ- https://univ- https://univ-
< https://univ- cotedazur.fr/linkedin- cotedazur.fr/instagra | cotedazur.fr/tikt | https://univ-
% cotedazur.fr | cotedazur.fr/facebook 2 m ok cotedazur.fr/youtube
a https://ww https://www.tikt https://t.m
@ w.unibo.it/e | https://www.facebook.c | https://www.linkedin https://www.instagr | ok.com/@joinuni | https://www.youtube.co | e/Unibo_O
% n om/unibo.it .com/school/unibo/ am.com/unibo/ bo m/user/UniBologna fficial
> https://www.linkedin | http://twitter https://www.youtube.co
= https://ww | https://www.facebook.c | .com/school/universi | .com/unitren | https://www.instagr m/user/universityoftrent
% w.unitn.it/it | om/UniTrento taditrento to am.com/unitrento/ o

Deliverable: D.3.1
Marketing and Dissemination Plan
Project: SPECTRO (101123118)

36



=
H E TRO
S
a
c
T
& Website Facebook Linkedin X Instagram TikTok YouTube Other
https://ww https://www.linkedin https://www.youtube.co
w.univ- https://www.facebook.c | .com/school/rennesu https://www.instagr m/channel/UCAfoV2Z79-
% rennes.fr om/RennesUniv niv am.com/rennesuniv gf Kmbzqg-cfljg
£ https://ww https://www.linkedin https://www.tikt
g w.utwente. | https://www.facebook.c | .com/edu/school?id= https://www.instagr | ok.com/@univer | https://www.youtube.co
5 nl om/utwente 15449 am.com/utwente/ sityoftwente m/utwente
https://www.linkedin https://www.tikt https://bsk
- https://ww | https://www.facebook.c | .com/school/universi https://www.instagr | ok.com/@unitur | https://www.youtube.co | y.app/profi
5 w.utu.fi/en om/uniturku/ ty-of-turku am.com/uniturku ku m/user/turunyliopisto le/utu.fi
https://www.linkedin
s https://gimr .com/company/gimr https://www.youtube.co
o obotics.fi obotics/ m/user/GlIMachines
https://www.linkedin
https://www.facebook.c | .com/company/evolu | https://twitte | https://www.instagr
https://ea.c | om/EvolutionaryArchety | tionary-archetypes- r.com/eacons | am.com/evolutionar
5 onsulting pes consulting-sl ultingsl y.archetypes/
37

Deliverable: D.3.1
Marketing and Dissemination Plan
Project: SPECTRO (101123118)




S

a

c

T

& Website Facebook Linkedin X Instagram TikTok YouTube Other
<ZE https://ww | https://www.facebook.c | https://www.linkedin https://www.instagr https://www.youtube.co
é w.aegean.e | om/DemosiesScheseisPa | .com/school/universi am.com/universityof m/channel/UCzSeVpD8A
g du nepistemioAigaiou ty-of-the-aegean/ theaegean/ KKyWRz1HtWOkkw

< https://twitte | https://www.instagr

% https://ww | https://www.facebook.c r.com/poliba | am.com/politecnicod

g w.poliba.it om/PolibaOfficial/ official ibari/

Deliverable: D.3.1
Marketing and Dissemination Plan
Project: SPECTRO (101123118)




